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Adversarial examples and explanations in neural networks
[Szegedy et al., Goodfellow et al., Ribeiro et al.]
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Is there a connection between adversarial examples and explanations?

Logic-based approach to attacks and explanations
[Ignatiev et al., Shih et al. ]
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Duality between counterexamples and explanations

e every explanation Z of p breaks every counterexample of p, and

e every counterexample 7 of p breaks every explanation of p.

Duality-based computation of all explanations ( or all counterexamples).

Input: formula M and prediction p
& | & S5 &

Output: set E of all absolute explanations of prediction p
1 (T,E, Z) < (0,0,0)
(a) digit ©*5” (b) patch area (c) an XP (d) all XP’s (e) a CE (f) an AE (*6™)

# Z is an explanation; save it

(T,t) < ExtractInstance() # get an instance 7 with a
prediction t, t #p

Figure 1: An example of digit five.
for [T :
if (T\{{H)FM—=1):
T« T\{l}
T+ TU{T} # update T with a new counterexample T
£ < MinimumHS(T) # get a new hitting set of T

13 return E (a) digit 6 (b) patch area (c) an XP (d) all XP’s (e) a CE (f) an AE (*5™)
Algorithm 1: Duality-based computation of all absolute explanations

Figure 2: An example of digit six.
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